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Radio frequency INTERFERENCE continues to plague the satellite 
communications industry 
• Operators and Industry Groups (e.g. SIRG, GVF) report that signal interference 

significantly impacts margins, QoS, and operational efficiency 

• Owners and operators see an increase in cross-polarization interference and 
other interference associated with equipment problems, and install / operator 
errors, BUT also unauthorized carriers, including hostile denial of service. 

• The scope of the problem continues to grow in line with demands for SATCOM 
bandwidth and transmitting infrastructure 

• Military needs outstrips MILSATCOM capacity … and so we place military 
communications onto commercial payloads… 

As interference events continue to grow in number, the resolution of issues which 
impact military communications transfer to the commercial battle-space. 

Technologies to Mitigate or Identify harmful interference 

The Problem 
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Cross-pol Interference – Accidental / very common 
• Generally caused by: incompatible modulation types transmitted in the opposite 

polarization field to digital services on the cross-pol; poorly aligned antennas in bursting 
networks; and/or lack of training/experience of the uplink operators. 

• Becoming more prevalent as installation margins are squeezed. 
• Mitigation: monitoring, detection and geolocation tools, carrierID, training. 

 
 
 
 
 
 
 
 
 
 

Adjacent Carrier Interference – Accidental / minimum occurrence 
• Generally caused by: operator error, or equipment failure (unlocked equipment).  
• Relatively infrequent 
• Mitigation: monitoring, detection and geolocation tools, carrierID. 
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Adjacent Satellite Interference – Accidental / common 
• Generally caused by: operator error, or poor inter-system coordination. 

Transmitting antenna is poorly pointed.  
• Becoming more prevalent as two degree spacing between satellites in the 

geostationary arc becomes more common. 
• Mitigation: monitoring, detection and geolocation tools, carrierID, coordination 

between satellite operators. 
 
 

! 

Adjacent satellite 
signal 
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Unauthorised Access – Accidental & Deliberate 
Term given to a signal which is not resident as cross-pol or adjacent satellite or carrier. 

Accidental: very common 
• Generally caused by: equipment failure, human error, improper commissioning, and 

terrestrial interference. 
• Becoming more prevalent as two degree spacing between satellites in the geo-arc 

becomes more common, terrestrial microwave systems proliferate, and installation 
margins are squeezed. 

• Mitigation: monitoring, detection and geolocation tools, carrierID, training. 
Unfortunately terrestrial systems often have priority and so becomes dead capacity.  
 

Deliberate: relatively rare 
• Generally caused by: unauthorised “borrowing” of bandwidth for test purposes (e.g. at 

commissioning), piracy, and hostile attempts to deny service. 
• Becoming more prevalent  though geopolitical motivation. 
• Mitigation: monitoring, detection and geolocation tools. While hostile jamming is 

generally easy to locate, it is almost impossible to remove without political 
intervention, which can prove difficult. 

! 

Technologies to Mitigate or Identify harmful interference  

Types of interference 



5 SAT Proprietary 

Technologies to Mitigate or Identify harmful interference  

Hostile Jamming – Case Studies 

“Captain Midnight” strikes out at HBO! 
On  26th April 1986 John MacDougall (a 25 year old satellite TV system 
shop owner) put a transmission over the top of the evenings HBO broadcast 
on the Galaxy 1 satellite transponder 23 for four and a half minutes with a 
complaint about the recent pay for view service that was hurting his 
business. The message read  

“GOOD EVENING HBO, FROM CAPTAIN MIDNIGHT, $12.95/MONTH? NO 
WAY! (SHOWTIME/MOVIE CHANNEL BEWARE)”  

It took 4 months for the FCC to track down MacDougall who was prosecuted 
and received one years probation and a $5000 fine. 
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Hostile Jamming – Case Study 

<link to article> 

http://www.rollingstoneme.com/index.php?option=com_content&view=article&id=33�
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DETECT.LOCATE.RESOLVE 

Technologies to Mitigate or Identify harmful interference  

The Toolbox 



8 SAT Proprietary 

RF Monitoring and 
Interference Detection: 
 
The first step towards mitigating 
against the disruptive effects of 
SATELLITE INTERFERENCE is rapid 
DETECTION and 
CHARACTERISATION through 
effective MONITORING. 
 
Includes extraction of the 
Carrier ID where available. 
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Target 

Primary 
(affected) 
satellite 

Secondary 
(adjacent) satellite 

Monitoring 
sites 

Signal spills over into 
adjacent satellite 

... and then Geolocation 
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DETECT.LOCATE.RESOLVE 
 

Different path lengths give 
Differential Time Offset 
(DTO) 

Different satellite velocities 
gives Differential Frequency 
Offset (DFO) 

Location ellipse 

... either two-sat 
 

Reference 
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Target 

Primary 
(affected) 
satellite 

Monitoring 
sites 

... or single-sat... 
 

Location ellipse 
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12 SAT Proprietary 

Target 

Primary 
(affected) 
satellite 

Secondary 
(adjacent) satellite 

Monitoring 
sites 

Signal spills over into 
adjacent satellite 

• Accuracy 
• Algorithm development and 

compensation techniques give < 5km 
today. 

• Future aims (< 3years) are for sub-km 
accuracy. 

• Speed 
• High accuracy achieved in seconds 

• Ease of Use 
• Map-centric software 
• Integrated monitoring, detection, 

characterisation and geolocation. 
• Managed services 

Two-satellite Geolocation: Constant development continues to push 
the boundaries 
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Target 

Primary 
(affected) 
satellite 

Monitoring 
sites Location ellipse 
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DETECT.LOCATE.RESOLVE 
 

Ground-based interference suppression... a band-aid 
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The tool-kit to mitigate harmful interference is extensive... 
Training 
Coordination 
Monitoring 
Detection and Characterisation 
Carrier ID 
Geolocation 
Suppression 

• No one tool is 100% successful in isolation, but together they 
provide operators and regulators with the means to RESOLVE the 
vast majority of cases of harmful interference in-house... 
• ... with the exception of hostile denial of service. 
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Overview 
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 Monitoring 
- … of RF Quality of Service Link 

Performance 
- Power/bandwidth utilization 
- Link quality (C/No, Eb/No & BER) 

 Detection & Characterization 
- FEC, modulation, & coding 
- Detect and characterize RFI before 

the user sees a problem 

 Coordination 
- Extensive satellite operator network 
- Can see adjacent satellites 

 Carrier ID 
- Extraction of carrier ID being 

integrated with CSM systems 

 Geolocation 
- Pinpoint the uplink ground position 

 Suppression 

/SERVICES 
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Verification Services 

SAT-DSA / Monics® 

     Monitoring of QoS 24/7 
         Detect and characterize issues before impact 
 Integrated Carrier ID recovery 

Geolocate 
     Fast, accurate identification of ground source 

using geolocation techniques and coordination 



16 SAT Proprietary 

Hawaii 
 

Colorado 
 

Maryland 

United 
Kingdom 

 Cyprus 
Korea 

India  

Singapore 

 

Network Operations Center (NOC) 
 
8 Dual Antenna Geo-Location Sites 
Operational 
 
Potential expansion into additional 
locations 

Argentina 

Brazil 

Australia S. Africa 

W. Africa E. Africa 

• Covers ~269 commercial communications satellites  
• 1,127 downlink beams or >84% of the FSS constellation 
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 Verification Services 
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SAT Corporation (SAT) has prepared this document for use by its 
personnel, licensees, and potential licensees. SAT reserves the right to 
change any products described in this document as well as information 
included herein without prior notice.  

The information contained herein is presented for educational purposes 
only and the right to copy and use this document is limited to that 
necessary to fulfill this function. The recipient agrees that they will not, 
nor will they cause others to, copy or reproduce this information, either in 
whole or in part, or manufacture, produce, sell or lease any product copied 
from or essentially based upon the information contained herein without 
prior written approval of SAT.  
 
 

 
Registered trademarks of SAT Corporation include, but are not limited to, 
Monics, SAT-DSA, satID and SigMon.  
 
Copyright© 2012 SAT Corporation. All rights reserved.  
 

Thank You For Your Time 
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