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Radio frequency INTERFERENCE continues to plague the satellite
communications industry

e Operators and Industry Groups (e.g. SIRG, GVF) report that signal interference
significantly impacts margins, QoS, and operational efficiency

* Owners and operators see an increase in cross-polarization interference and
other interference associated with equipment problems, and install / operator
errors, BUT also unauthorized carriers, including hostile denial of service.

e The scope of the problem continues to grow in line with demands for SATCOM
bandwidth and transmitting infrastructure

e Military needs outstrips MILSATCOM capacity ... and so we place military
communications onto commercial payloads...

As interference events continue to grow in number, the resolution of issues which
Impact military communications transfer to the commercial battle-space.
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Technologies to Mitigate or Identify harmful interference

Types of interference

Cross-pol Interference — Accidental / very common

* Generally caused by: incompatible modulation types transmitted in the opposite
polarization field to digital services on the cross-pol; poorly alighed antennas in bursting

networks; and/or lack of training/experience of the uplink operators.
* Becoming more prevalent as installation margins are squeezed. Y

* Mitigation: monitoring, detection and geolocation tools, carrierlD, training.

______

Adjacent Satellite Interference — Accidental / common
* Generally caused by: operator error, or poor inter-system coordination.

- - . Adjacent satellite
Transmitting antenna is poorly pointed. ! signal
e Becoming more prevalent as two degree spacing between satellites in the A
geostationary arc becomes more common. Pt L

e Mitigation: monitoring, detection and geolocation tools, carrierlD, coordination
between satellite operators.

Adjacent Carrier Interference — Accidental / minimum occurrence
* Generally caused by: operator error, or equipment failure (unlocked equipment).
e Relatively infrequent

* Mitigation: monitoring, detection and geolocation tools, carrierlD.
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Deliberate: relatively rare

* Generally caused by: unauthorised “borrowing” of bandwidth for test purposes (e.g. at
commissioning), piracy, and hostile attempts to deny service.

* Becoming more prevalent though geopolitical motivation.

e Mitigation: monitoring, detection and geolocation tools. While hostile jamming is
generally easy to locate, it is almost impossible to remove without political

intervention, which can prove difficult. - ?
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Hostile J

We're Jammin’

The inside story of how Al Jazeera Sports located the saboteurs of
its World Cup coverage, and what the fallout from its ﬁndings could
mean for the region

By Adam Grandey

| RITHTO THECTNEMA TS DURALARE
lways fraught with the threst of
wiolence. Usually, itk restricted to
Eantsies of taking thas gay's mobile phone
and inserting it into his suspid yakking
face. On June Tith, however, 2 mob of dis-
gruntled mustnmers reportedly trashed a
cinema lably when their demands for are-
fund weren't immediately satisfied.

The crowd had just exited the theater
after viewing - or attempting to view
- the opening game of this summer’s
FIFA World Cup in South Africn. The
screening had been coastantly plagued
by technical glitches, with the picture
disappearing for minutes on end and the
commentary alternating between Eng-
lish, French and Arahic. The cinema-

weren't to know that it waso't an
solated incident, and oot the cinema’s
fanlt. In bars, shisha cafés, hotels and
bomesacross the Middle East and North
Africa, transmission of the start of the

A4+ Ridneraets ST0wE, NOVEMeER 2000

month-long competition (the world's
mest waiched sparting event) had been
spectacularly screwed wp.

As the broadrast descended into chaos,
the Doha headquarters of Al Jazeera Spart
- which had splashed over §1 hillioa tose-
cure the exchisive rights to the tournament

in the MENA region - were a whirbwind of

activity. “We had people runming in from
all over,” says an Al Joesm offcial pres-
ent at the time, who asks to remain anca-
ymous. “Our director of techinology was on
the Sandi border when the broadrast went
down. Within 20 minutes he was bere. &
ot of traffic lights were run that migit”
The initial renction at Al Jazeera was
that soenething had gone very wrong with
the wplink t Egyptian stellite provider
Nilesat. Crowded around a monitor in the
coatrod rocem, engineers and executives
soan discovered, to theirinitial relief, that
wusn't the case. The actml explanation,
though, was meee troubling.

“It toak about half-an-howr for us tore-
alize what was going on,” sy our source.
“T'he mositor shows your signal s 2 wave.
If you increase the power of your signal,
the wave moves up. Decrease it, and it
goes down. We're looking at the moaitor,
and theres a yellow line representing our
signal. It locks normal. As far as the satel-
liteisconcrrned, everyihing is normal too.
The signal coming from South Africa is
fime. The signal inside cur HQ isfine. Bat,
there's still disraption o the TV soreen”
Nilesat reported to Al Jazeera that its
manitoes showed a pormal wave. Iis out-
puz was fauky, but there was oo chvics
sign of any problems with the signal.

“Sovwe put out astroager sigral,”he con-
tinmes. “And as cur line moves op, we see
anceher line, exactly where cars was, Six
seconds o by, then that wave starts i
move up. And it stops exactly where ours
is. Bo we decreass power. And the other
line comes back down to where weare We

Mustrarion by Dow Dixan

]

check and doob
be oo mistke,
There is anathe
same time to the Sime .
strengih " Al Jarerral broadomst wis o _
deliberasely jammed by 2 third party. it
wsn't 2 techinical gliech. It was sabotage.

L JAZENRA SPORTS, A% THE NAME
suggests, is part of the Al Jazeera
4 N nriwoek, which enjoyed a metece-
e rise to international fame following the
Septamiber 11th, 2001 attacks, and the sub-
saguent warin Afghamistan, ltwas Osama
bin Laden’s channel of chaice for his Tora
Tara bame movies, and the anly news net-
woek to repart live from the ground, en-
suring the Al Jazeera logo became a famil-
far fixture on screens all over the world.

Al Jareera's Arabic news channel was
lzonched in 1995 amidst moch fanfare
with claims that it was the first traby inde-
pendent Arabic language media in the re-
prion. “The whale pint of Jazeers was that
finallytbe Arah world had this media out-
let that could baknce the Western poe-
trayal of what was going on bere.” szys
Feras Hamza, enondinatoe of Middle East-
ern studies at the American University in
Dabai. “So we could Ginally show Pales-
tinian suffering as it really is. And that
drummed up a ot of support.”

The injection of 1 cutspoken, opinion-
ated netwroel umsarprisingly, radfled afew
featbers, too. Jazeera was given a bome -
and 2 §137 million start-up package - by
Qatar’s emir, Sheikh Hamad bin Khali-
fa Al Thani And while the channel has,
oo ocasion, been openly crizical of Gulf
Ieaders, it’s been apcused of being soft an
Qatar. “[The Qatari authorities] wanted
thiis as o flagship brand, asan independant
mediaz outlet, but, at the same tme, they
didn’t want toallow it to scrutinize o oit-
icize the regime,” says Hamra's colleague,
assistant professor Willam Guémicke,

'I'.hl:p:nemd.rlmbl: standard has led
&0 angry reactions from Arab coumtrics
kot the channel has criticized (although
theyd Hkely have been equally ups: even
if Al Japeera was seen as being completz-
Iy balanced in its reporting). Tellingly,

- Arahicnews channel has come
e fire from presty msch everyone. s
been accused, at varicus poénts, of being
biased towards (and against, aften for the
same story) the Americans, the Arabs,
and the Israelis. Which, you conld argue,
suggests its balance is presty welludged.
What this 2ll means, though, is that while
A p—_— been 2 pos-

A
i the worst was aver. Tbeymwrmg.
There was uproar in the regiod’s media.
Andwhile Jareera’s clairs of sabotage were

meparted, itwas often with an chvious air of

skepticizm. A bad day tumed worse when
twn Jume 12th games were alse disrupted.
By the cnd of the Cup’s first week, i was
lear that Jaw eera was the subject of o con-
certed campaign of “space terarism,” as
aur soree describes . Subscribers’ anger

was mounting, and it was clear that the
netwoek's PR campaign hadn't suocesded
in deflecting it elsewhere. Inevitably, the
hlame games began.

First up was Israel. “T don't roke ot Is-
racli involvement in the disruptions,” the
head of Al Jazeera's broaScasting depart
ment, Raed Abed, told the U AE. daily
Emarar Alyowrn. This being Al Jmesra,
though, [srasl was not the caly suspect.

Becawse Al Jayeera Sports urged its
viewers to switch from Nilesat’s down-
limk to Arahsat’s (=, at the tme, Nilesat
appeared to be the sabotears” preferred
targes) the media began to speculate that
Egypt was behind the disropticn - a theo-
1y based in part oo Jareeras awbward rela-
tioaship with Egyptian authorities, soured

itive development fur Arab media, provid-
ing an outlook on the world that had pre-
wicsly been fgnoeed, it’s made some very
powerfil enemies along the way.

ACE AT AL JAZESEA SPORTS EAD-
guarters, the team was frantical-
ly fire fighting, adding al:ernasive

by critidsm from the Arahic
du:nual iar 2t least its talk-show guests)
of president Hosni Mubarak’s role in the
Middle East peace

This resulted in a conmter-aceusation
fram Egyptian offcials, supgesting that
Jmeera had sabotaged the breadoast it-
self. Mahmoud Juma, the head of Egypts
radio and television, was gooted ca Al-

wastit just o

two distributars in two d

that had their shops broken into and van-
daired by angry ostomers whe thoughs
therewas aproblemwith theircands, Inone
shop, the owner was beaten " Al Jeera
needed something mere than conciliato-

1y press releases. It noeded tofind out who

POUL PLAY L mmera’s
broad castof the opening

Sports by the general public fal-

lowing the disruptica of the first
Fame had been smmering for x while be-
forehand . Itstarted as soon as the channe]l
anmeed it would be charging viewers o
wasch the Warld Cup. Fass in Algeria - the
anly Arab country to qualify - were guite
apen about their imemtions to use pirate
cards o watch the event. One doctor told
Maghrehin com be would be getting an
5“1 matter of principle,” adding, “t's not
right thas the charmel wants ta ges rich ax
TUF EXpEnse”

“Everybody was anooyed at the fact
that Jmreers was the sole provider.” savs
AID's Hamza. “My friends in London
were wiiching it for free on terrestrial
television. Wh) mldn'tw:" So there was

rl".n: ANGER DIRECTED AT JAZEERA

gresdy - a very

Western approach,” Guéraiche agrees.

“Commerdial transactions can be frowned

wpon. If youre a good Maskim, [many be-

lizve] it’s your duty to share with your

hmdzrsand::tu:s whether it’s o fooehall
maich cewl
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RF Monitoring and
Interference Detection:

The first step towards mitigating D— I
against the disruptive effects of bnnd (A [
SATELLITE INTERFERENCE is rapid - |
DETECTION and
CHARACTERISATION through
effective MONITORING.

| = .;;-:-i Speclogram

==& | with-meduation-analysis——
"Camer Linder Camer” %.'_-._ 3 | T g S

= l' I

charactenzaton

c s DJQF_I-;_F?__J

Typical Range Network

Includes extraction of the
Carrier |D where available.
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... ahd then Geolocation ... either tWO-s

Different satellite velocities
gives Differential Frequency
Offset ( )

Primary
(affected)

satellite
Secondary

(adjacent) satellite

Different path lengths give
Differential Time Offset
(DTO)

Signal spills over into
adjacent satellite

satiD /

technology that protects

Monitoring

f Reference
sites

Location ellipse
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... Or single-sat...

Primary
(affected)
satellite

Monitoring
sites

Location ellipse

SAT coreorarion SAT Proprietary 10

A KRETOS Corpany



ile  Edit Eiew Tools Add Help
iseE39 555N » | Q 0 |&|@|e

e i'fjlr Edit Yiew Jools Add Help

||ua_n;;yw - Q

G plarget Estimateres o4
av e e %
Al Vg

-

SAT coreorarion SAT Proprietary 1

A KRERTOS Company



Two-satellite Geolocation: Constant development continues to push

Secondary
Primary (adjacent) satellite
(affected)

satellite

Signal spills over into
adjacent satellite

Monitoring Target
sites

the boundaries

* Accuracy

e Algorithm development and
compensation techniques give < 5km

today.
e Future aims (< 3years) are for sub-km
accuracy.
e Speed

* High accuracy achieved in seconds

e Ease of Use

* Map-centric software

* Integrated monitoring, detection,
characterisation and geolocation.

* Managed services

SAT corroration
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- Technologies to Mitig

_ DETECTLO

Primary
(affected)
satellite

Sias

Monitoring
sites

Location ellipse
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The tool-kit to mitigate harmful interference is extensive...

Training

Coordination

Monitoring

Detection and Characterisation
Carrier ID

Geolocation

Suppression

* No one tool is 100% successful in isolation, but together they
provide operators and regulators with the means to RESOLVE the
vast majority of cases of harmful interference in-house...

e ... with the exception of hostile denial of service.
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- Verﬂ'_' catio
/SA.T CORTP(_)RATION w
_ SAT—DSiA/ Monics® SA-T CORPORATION/SERVICES

v" Monitoring
\ — ... of RF Quality of Service Link
Performance
- Power/bandwidth utilization
— Link quality (C/No, Eb/No & BER)
v' Detection & Characterization
- FEC, modulation, & coding

— Detect and characterize RFI before
/"SAT corrorarion >

the user sees a problem

v' Coordination
“’ - Extensive satellite operator network
& § ?sfl.tlmlt' H/ — Can see adjacent satellites
echnology tha prn ects

v’ Carrier ID

Fuaqusncy (M1}

Monitoring of QoS 24/7

Detect and characterize issues before impact
Integrated Carrier ID recovery

— Extraction of carrier ID being
/ integrated with CSM systems
v" Geolocation
Geolocate
F

— Pinpoint the uplink ground position
ast, accurate identification of ground source v’ Suppression
\ using geolocation techniques and coordination
SATCDRPOMTION
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Technologies to Mitigate or Identify harmful interference

Verification Services

s L United '*
AV & gg Kingdom
Egi Maryland N
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S. Africa Australia

> 104 P "" Potential expansion into ac
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Thank You For Your Time

SAT Corporation (SAT) has prepared this document for use by its
personnel, licensees, and potential licensees. SAT reserves the right to
change any products described in this document as well as information
included herein without prior notice.

The information contained herein is presented for educational purposes
only and the right to copy and use this document is limited to that
necessary to fulfill this function. The recipient agrees that they w1ll not,

nor will they cause others to, , copy or reproduce thls i in
whole or in pa manufacture, produce sell or lease any product copied

nation contained herein without
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